UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA HOANG TRUONG Poc 1ap - Tw do - Hanh phiic
S6: 124 /BC-UBND Hodng Trwong , ngay 01 thang11 ndam 2023
BAO CAO

Két qua trién khai phwong 4n bao dam an toan théng tin nim 2023
theo cap d¢ dwgc phé duyét cia UBND xa Hoang Truong.

Thuc hién Cong vian sé 2761 /UBND-VP ngay 03 thang 10 nim 2023 cia
UBND huyén Hodng Hoa vé viéc bao cao két qua thuc hién phuong an bao dam
an toan thong tin theo Ho6 so dé xuét cap do an toan hé thong thong tin;

UBND x4 Hoang Truong bao cao két qua trién khai cac phuong an bao dam
an toan thong tin theo cap d6 duoc phé duyét véi mot sd ndi dung sau:

I. Théng tin chung

1. Tén co quan, don vi: Uy ban nhan dan xa Hoang Trudng

2. Tén hé thong thong tin dwogc phé duyét: Hé thong thong tin tai UBND
xa Hoang Trudng

3. Cap dd hé thong thong tin dwoe phé duyét: Cap do 1.

4. Pau moi lién hé: Ong Lé Thanh Canh, chi tich UBND xa.

- Pia chi: S6 03, duong PT510B, thon 1, xd Hoang Trudng, huyén Hoang
Hoba, tinh Thanh Hoa.\

- Thong tin lién hé:

+ Dién thoai 02378833228

+ Email: ubndxahoangtruong@gmail.com

I1. Két qua trién khai

A. Phuong an quan ly

1. Quyét dinh phé duyét Quy ché bao dam an toan thong tin, an ninh mang
trong co quan, don vi dugc ban hanh:

Quyét dinh s6 606/QD-STTTT, ngay 19/12/2022 ciua S¢ Thong tin truyén
théng Thanh Hda.

Can ctt Quyét dinh sé 169/QD-UBND, ngay 06/12/2022 caa cha tich UBND
x4 Hoang Truong vé viéc ban hanh quy ché Bao dam an toan théng tin, an ninh
mang.

Quy ché phan cong cho Cong chirc Van phong — Thong ké 1a dau mdi tiép
nhan va xur ly sy ¢6 an toan thong tin tai don vi. phdi hop voi UBND huyén
Hoang Hoa T6 ung cuu su co an toan thong tin mang huyenHoang Hoa va cac
co quan, tO chirc ¢6 thim quyén quan 1y vé an toan thong tin phuc vu viéc bao
dam an toan thong tin, an ninh mang cho cac Hé thong thong tin cua UBND Xa
Hoang Truong. T6 chire thuc hién viéc tiép nhan va xu ly cac su ¢ vé an toan
thong tin d6i v6i cac Hé théng thong tincia UBND xi Hoang Truong. Tham gia
cac hoat dong, cong tac bao dam an toan thong tin khi c6 yéu cau cua t6 chirc co
tham quyén.

3. Xay dung Phwong an xac dlnh mirc do rui ro, phan loai cac moi de doa
va quy trinh quan 1y rii ro vé mét an toan thong tin trong don vi:

UBND x4 phéi hop véi VNPT hd trg va thudng xuyén phdi hop kiém tra mirc
d6 rai ro an toan thong tin dé quan 1y An toan thong tin cho céc thiét bi cta can



mailto:ubndxahoangtruong@gmail.com

bd, cong chuc tai UBND xa.
4. Cé quy trinh khi két thiic vin hanh, khai thac, thanh ly, hily bé hé
thong thong tin tai don vi:
UBND xa quan triét toan thé can bo, cong chuc khi khai thac, van hanh thiét
bi kiém tra thudng xuyén cac bat thudng trén thiét bi ctia minh. Pong thoi khi hé
thong thiét bi hu hong dugc 14p bién ban thanh 1y va hiy bo theo quy dinh.

B. Phwong 4n bao dam an toan thong tin vé kj thuit
1. Hé thong mang Internet
Tén nha cung cap dich vu duong truyén: VNPT

S6 luong duong truyén hién cé: 03

Téc do duong truyén: 100 M
Dia chi IP tinh: Khong
2. Danh sach quy hoach, dinh danh cac may tinh trong co quan, don vi:

STT| Tén may tinh Nguoi sir Pia chi IP | H¢ diéu Pia chi MAC
dung/Phong ban | theo quy hanh
hoach

1 Laptop Vi Dtc Lam 192.168.23.12 Windows 7 [38-B1-DB-AE-A5-11
2 Laptop L.é Thanh Canh 192.168.31.115 Windows 10 8C-C8-4B-F4-48-53
3 Laptop Lé Thi Tinh 192.168.0.101 |Windows 7 [20-10-7A-6C-44-91
4 Laptop Lé PhamThao 255.255.0.0  |Windows 10(32-18-F0-3D-58-98
5 Laptop Pham Thanh Nam  [192.168.33.106 Windows 11/4C-D5-77-A4-B6-BF
6 Laptop  |[Nguyén Van Toan [192.168.0.102 Windows 10[48-F1-1F-01-57-02
7 Laptop Nguyén Thi Tuyét
8 Laptop  [Nguyén Van Qué
9 Laptop Lé Van Son
10 Laptop Phan Hoai Huong
11 Laptop Lé Xuan Tung 192.168.25.22 |Windows 1128-CD-C4-63-1D-GD
12 Laptop Nguyén Van Hung [192.168.33.105 Windows 10 2C-6E-85-79-26-B5
13 PC Lé Truong Lam 192.168.0.101 |Windows 1024-F5-AA-E4-F1-84
14 Laptop  |Lé Van Tan 192.168.1.1  |Windows 11 |E8-FB-1C-C4-65-17
15 Laptop Pham Thi Tinh 192.168.23.112 Windows 10 B0-C0-90-28-C8-DE
16 Laptop Tran Thi Ha 192.168.23.115 Windows 10 [E4-70-B8-35-B5-Al
17 Laptop Nguyén Van Luc 192.168.01 Windows 10 3C-22-FB-99-D4-6A
18 Laptop Pham Vian Hoat 192.168.0.113 \Windows 10|C8-94-02-71-08-CF
19 Laptop Lé Thi Cuc 192.168.0.1 \Windows 10 4C-D5-77-A6-3D-F1




20 Laptop Nguyén Thi Hué 192.168.0.111 Windows 7 [84-A6-C8-48-FA-A8

21 Laptop Nguyén Thi Thuy [192.168.1.6  Windows 10{1C-BF-C0-79-F5-ED

22| Laptop  [Truong Thi Hoa  [192.168.0.135 |Windows 1008-3E-8E-D1-3E-05

3. Phwong an phan tach mang khong day (Wifi) doc 1ap khoéi mang co
day (LAN):

- Pi trién khai: Cung cap tai liéu minh chimg

- Chua trién khai: Thoi gian di kién hoan thanh

4. Danh sach cac thiét bi mang chinh trong don vi:

STT [Tén thiét bi Chirc ning Ghi chd
Danh sach thiét bi hién c6

1 Router VNPT Vigor: 03 dwong  Pinh tuyén: 02 Cung cdp chirc
nang dinh tuyen
ket noi Interrnet

2 Swich/TPLink: 01 Chuyén mach: 0 Cung cap két noi

mang noi bo

Danh sach thiét bi con thiéu so véi Ho so dé xuat

1 Firewall Twong lia Chua déu tu, du
i gian dau tw

2 Switch Layer3 bi chuyén mach Chua dau tu, du
kién thoi gian dau
tw

5. Phwong an quén ly truy cip giira cac vung mang, quan ly truy cap,
quan ly tir Xa:

- Pa trién khai: Cung cdp tai liéu minh chimg

- Chura trién khai: Thoi gian dw kién hoan thanh

6. Bao diam an toan may tinh nguwoi sir dung:

Trién khai cai dat phan mém phong chéng ma doc tap trung cua tinh trén
100% cac may tinh ctia nguoi st dung.

+ S6 lwong may tinh trong co quan: 23 may.

+ S6 lwong may tinh di dugc trién khai phan mém phong chéng ma doc tap
trung cua tinh: 23 may

+ S6 lwong may tinh di trién khai cac phan mem phong chéng ma doc don 1¢
(khéng c6 chire ndng quan 1y tdp trung va két néi vé hé thong giam sat cia tinh):
23 may.

- Trién khai cap nhat cac ban va bao mat:

+ Sb luong may tinh dugc cdp nhat day du cac ban va bao mat theo khuyén




nghi dinh ky hang thang: 23 may

+ S6 lugng may tinh khong duoc cip nhat ddy du cac ban va bao mat theo
khuyén nghi dinh ky hang thang: khong.

Trén day 1a ndi dung bao cao Két qua trién khai phuong an bao dam an toan
thong tin nam 2023 theo cap do dugc phé duyét cia UBND x3 Hoang Truong.
Vay UBND xi Hoang Truong bao cao dé UBND huyén tong hop bio céo cip
trén theo quy dinh.

Noi nhgn:

- UBND huyén (B/c);

- TTPU; TT HPND (B/c) ;
- Luu: VT.
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